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4Pairwise Exchange Model in

Lossy Networks

Previous studies of gossip-based information dissemination protocols, includ-
ing the one presented in Chapter 3, have relied on the assumption that nodes
interact with each other through perfect, lossless communication channels. In
this chapter, we drop this simplifying assumption and explore the impact of lossy
channels on a gossip protocol with a push-pull information exchange. To analyze
the protocol in the presence of message loss, we introduce into the formal model
a component based on statistical data from Monte-Carlo simulations. We success-
fully validate the obtained model against simulations. As opposed to the models
produced by traditional probabilistic verification methods, our analytical model
scales well with the network size, and captures the performance of the proto-
col in very large networks. Our results show that the presence of message loss,
coupled with specific topology configurations, significantly impact the expected
behavior of the protocol.

4.1 Introduction

We now consider ad hoc networks, where nodes are continually communicat-
ing with each other for information exchange over an unreliable medium. On the
one hand, gossip protocols are considerably more robust compared to determin-
istic protocols due to randomness and the distributed nature, also in the presence
of failures and data loss. On the other hand, since the work of Demers et al. [75],
gossip protocols often follow bidirectional data exchange (push-pull) for better
performance. As observed in [79], the performance of these protocols is usually
evaluated under the assumption of a perfect, error-free communication medium.
Thus, data exchange operations between nodes are previously considered to be
atomic operations, e.g., [28, 52, 78, 94, 120, 140, 167, 177]. That is, if a node
initiates a gossip with another node, both nodes base their local decisions upon
each other’s data, and in some protocols even guarantee the preservation of each
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46 Chapter 4 — Pairwise Exchange Model in Lossy Networks

other’s data. In practice, however, implementing data exchange as an atomic op-
eration is hard to achieve assuming communication over unreliable media [170].

This chapter investigates the impact of a realistic environment with lossy com-
munication channels on a push-pull-based gossip protocol. We take the analytical
model of the shuffle protocol introduced in Chapter 3 as the starting point of our
study. This model is revised under the assumption that the shuffle operation is
not atomic. The messages sent by a node to its gossip partner get lost with a
certain probability, due to the unreliability of the communication channels.

We present the analytical model of a gossip protocol in the presence of mes-
sage loss. An exchange of items between nodes is modelled as a state transition.
We consider every state transition and compute the corresponding probabilities.

Like in the previous pairwise model, an important part of state transition ma-
trix is the probability Pdrop that an observed item in a node’s local storage has
been replaced by another item after the gossip. Since it is not feasible to cover
all possible network topologies in one formula, the computation of this proba-
bility is based on the statistical data that can be obtained from the Monte Carlo
simulations of the protocol. To be more precise, we deconstruct the expression
for Pdrop into its main components, and identify the ones that depend on specific
scenario configurations, i.e., message loss and topology combinations. Such a
component is the probability of an observed item found in one of the caches to
be also found in the other. Instead of finding analytical expression for every spe-
cific configuration, which would result in the set of infinitely many expressions,
we use statistical data sampling to obtain the value for this probability, thereby
isolating the modelling framework from the scenario-specific components.

Furthermore, we present in more details the following discoveries:

• Introducing message losses in the network model affects the emergent be-
havior of the protocol in a specific manner. With the introduction of lossy
communication channels, the correlation between cache contents of neigh-
boring nodes increases, and the degree of the correlation depends on the
network topology.

• The smaller the radio range of nodes, the stronger the effect of message loss
on the emergent behavior of the protocol. For fully connected networks,
message loss does not have an impact on the distribution of data over the
network, which remains uniform (as observed when there are no losses).

Related Work

So far, there has not been much work that studied the performance of gossip
protocols in the presence of message loss. There is previous work on a simple
gossip-based membership protocol with nonatomic protocol actions in the pres-
ence of message loss [100]. To overcome the problem that a message from a
peer can get lost, the authors proposed a push-based gossip protocol, wherein
only the node initiating a gossip sends a message to its random peer, and imme-
diately removes the sent data from its cache. Moreover, a node sends only two



4.2. Our Assumptions 47

ids (e.g., IP addresses and ports) of itself and a random one from its local cache.
In the shuffle protocol, however, each gossiping pair exchanges a random subset
of the data items. The authors proved the correctness of this simple push-based
protocol modelling it by graph transformations, similar to the approach in [67].
The protocol performance is analyzed assuming up to 1% of the message loss.
The protocol properties analyzed include the expected number of neighbours a
node has and the uniformity of the neighborhood lists. The paper has presented
pure theoretical findings and did not include experimental evaluation.

Another work [84] combined model checking and Monte Carlo simulations
for the performance analysis of a very simple probabilistic broadcast in the pres-
ence of message loss. The scope and the framework of that paper differs from
ours; it aims at studying how different modelling choices impact the performance
of the probabilistic system. The authors simply compare the results of modelling
for a small network of nine nodes (producing the state space of the model) to
the results of Monte Carlo simulations for a network of 1000 nodes.

A survey on consensus-based distributed algorithms [77] summarizes an ob-
servation regarding the effects of intermittent or lossy links for probabilistic con-
sensus algorithms. The authors conclude that the topology directly affects the
convergence rate, and in the connected network, convergence of consensus al-
gorithms is not affected by lossy or intermittent links, and convergence speeds
degrade gracefully. The paper suggests that the same observation is applicable to
gossip protocols, but no analysis is carried out to support the claim.

4.2 Our Assumptions

We consider the shuffle protocol for our case study, and refer to Chapter 2 for
the description. In contrast to the previous model, we now assume that commu-
nication channels are lossy. That is, every message sent has a positive probability
to be lost due to a disturbance of the communication medium, for example, in a
wireless network. Moreover, message losses occur with the same probability and
are independent. We do not assume that the shuffle procedure is atomic. When
a node has sent a message, it does not know whether the message is delivered
successfully.

A B

(a)

A B

(b)

A B

(c)

Figure 4.1: Scenarios of communication with lossy channels: (a) loss of the
request message, (b) loss of the reply message, (c) communication without loss.

There are three general cases in pairwise communication with respect to mes-
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sage delivery, as depicted in Figure 4.1: (a) node A initiates a gossip with B by
sending a message, but the message is lost, (b) node A successfully initiates a
gossip with B, but a message from B is lost on its way to A, and (c) a gossiping
pair successfully receives messages from each other.

4.3 A Model of Information Spread with Lossy Channels

We analyze the spread of a data item d in a network of the nodes executing
the shuffle protocol. In this analysis, we assume that the shuffle operation is
nonatomic and communication channels are prone to losses.

We consider our analytical model of the shuffle protocol from Chapter 3, that
captures the presence or absence of a generic item d before and after the shuffle
between two nodes A and B. The model has four possible states of the caches of
A and B before and after the shuffle: when both hold d, either of the caches holds
the item d, and neither cache holds d. These correspond to the states (0, 0), (0, 1),
(1, 0), and (1, 1) in the state transition diagram, shown as Figure 4.2. Unlike in
Chapter 3, in our current model, the state (0, 0) is no longer isolated, since there
is a possibility to remove the only copy of d from the cache of the node B, in the
scenario shown in Figure 4.1(b).
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Figure 4.2: State diagram for
caches of gossiping nodes.

Transitions from one state to another are
labelled by the respective transition probabil-
ities P (a2b2|a1b1), where a1b1 is the state be-
fore a shuffle, and a2b2 is the state after the
shuffle, with ai, bi ∈ {0, 1}. The bits a1, a2

and b1, b2 indicate the presence (if equal to 1)
or the absence (if equal to 0) of a generic item
d in the cache of an initiator A and the con-
tacted node B, respectively. Note that these
transition probabilities differ from the ones
calculated for the pairwise interaction model
in Chapter 3.

We express all transition probabilities
P (a2b2|a1b1) of the state diagram in terms of
three probabilities: 1) the probability Pselect

of an item to be selected by a node from its
cache for an exchange, 2) the probability Pdrop that an item is replaced by an-
other one, received by its node in the shuffle, and 3) the probability Ploss that
a message is not delivered to a node due to channel loss. We write P¬select for
1− Pselect, P¬drop for 1− Pdrop, and P¬loss for 1− Ploss .

State (0, 0). Before shuffling, neither node A nor node B have d in their cache.
a2b2 = 00: neither node A nor node B have item d after a shuffle because neither

of them had it in the caches before the shuffle: P (00|00) = 1.
a2b2 ∈ {01, 10, 11}: cannot occur, because none of the nodes have item d.
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State (1, 0). Before shuffling, d is only in the cache of node A.
a2b2 = 01: this outcome occurs when both request from A and reply of B are

successful and node A selects and drops d; that is, the probability is

P (01|10) = (P¬loss )
2 · Pselect · Pdrop

a2b2 = 10: node B does not have d because: (a) A did not select d or (b) A
selected d, but the request message got lost on the way to B.

P (10|10) = P¬select + Ploss · Pselect

a2b2 = 11: both nodes A and B have a copy of d because: (a) either both nodes
received the gossip messages and A selected d and kept it, or (b) A selected
d and the reply message from B got lost; that is,

P (11|10) = (P¬loss )
2 · Pselect · P¬drop + P¬loss · Ploss · Pselect

a2b2 = 00: cannot occur as A would only drop d if it received a reply, which
implies that B would keep d.

State (0, 1). Before shuffling, a copy of d is only in the cache of node B.
a2b2 = 01: only B has d because the message from A got lost or, B received the

message, and: (a) it did not select d or (b) B selected d, kept it, and reply
got lost; i.e. the probability is

P (01|01) = P¬loss(P¬select + Ploss · Pselect · P¬drop) + Ploss

a2b2 = 10: both request and reply messages were successfully delivered and B
selected and dropped d, which amount to the probability

P (10|01) = (P¬loss )
2 · Pselect · Pdrop

a2b2 = 11: both messages were delivered successfully, and B selected and kept
d; that is, P (11|01) = (P¬loss)

2 · Pselect · P¬drop.
a2b2 = 00: neither of nodes have d because B selected and dropped d, but node

A did not receive the reply message. P (00|01) = P¬loss ·Ploss ·Pselect ·Pdrop.

State (1, 1). Before shuffling, d is in the cache of node A as well as in the cache
of node B.
a2b2 = 01: only node B has d because both messages were successfully received,

A selected and dropped d while B did not select d.

P (01|11) = (P¬loss)
2 · Pselect · Pdrop · P¬select

a2b2 = 10: only node A has d because node B selected d, dropped it, and node
A did not select d and either (a) did not receive a message from B, or (b)
received the message from B: P (10|11) = P¬loss · P¬select · Pselect · Pdrop.

a2b2 = 11: after the shuffle both nodes A and B have d, because:
a) the message from A did not arrive at B, i.e. Ploss ;
b) the message from A successfully received by B, but the reply message got

lost, and:
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⋆ A did not select d while B (i) did not select d as well or (ii) selected and
kept d. P¬loss · P¬select · Ploss · (P¬select + Pselect · P¬drop)

⋆ node A selected d: P¬loss · Pselect · Ploss

c) both nodes received each other messages, and:
⋆ A did not select d while B (i) also did not select it or (ii) selected and

kept it: (P¬loss)
2 · P¬select · (P¬select + Pselect · P¬drop)

⋆ (i) A selected and kept d while B did not select d or (ii) both nodes
selected d. (P¬loss )

2 · Pselect · (P¬select · P¬drop + Pselect)
Hence, P (11|11) = 1− (2− Ploss · (3 − Ploss)) · Pselect · P¬select · Pdrop.

a2b2 = 00: discarding of an item by both nodes cannot occur.

Hence, we obtain the resulting expressions for the transition probabilities in
Figure 4.2, summarized in Figure 4.3.

P (00|00) = 1

P (10|01) = (P
¬loss )

2 · Pselect · Pdrop

P (11|01) = (P
¬loss )

2 · Pselect · P¬drop

P (00|01) = P
¬loss · Ploss · Pselect · Pdrop

P (10|10) = 1 − P
¬loss · Pselect

P (01|10) = (P
¬loss )

2 · Pselect · Pdrop

P (01|11) = (P
¬loss )

2 · Pselect · P¬select · Pdrop

P (10|11) = P
¬loss · P

¬select · Pselect · Pdrop

P (01|01) = P
¬loss(P¬select + Ploss · Pselect · P

¬drop) + Ploss

P (11|10) = Pselect · P¬loss · (1 − P
¬loss · Pdrop)

P (11|11) = 1 − (2 − Ploss · (3 − Ploss )) · Pselect · P¬select · Pdrop

Figure 4.3: Revised transition probabilities

Again, our analytical model of the shuffle protocol uses the probabilities
Pselect, Pdrop and Ploss as building blocks. While Ploss is an input parameter that
expresses the reliability of the communication channels, Pselect and Pdrop are de-
rived based on the behavior of the protocol. Pselect describes the random selection
of items from the cache; an item has s

c chance of being selected, regardless of
message loss. The calculation of Pdrop is complex, and we discuss it in the follow-
ing section.

4.4 The Probability of Dropping an Item

In this section we analyze how message loss affects one of the building blocks
of our model: Pdrop. In our earlier work (assuming perfect communication, see
Chapter 3), we had already found an expression for Pdrop, relying on the assump-
tion of uniform distribution of items. Here, we revisit Pdrop and derive a general
formula without making any assumptions about the distribution of items. Later
on, we will explore how message loss affects the distribution of items, and will
determine that it is the coupling of message loss and the topology of the network
that affects Pdrop. Having isolated the component of Pdrop that is affected by the
message loss/topology coupling, we will propose the use of statistical data to
calculate that specific part of the Pdrop expression.
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When a node selects an item to be sent to a neighbor, there is a probability
Pdrop that the item will be dropped from the node’s cache after the gossip ex-
change. The selected item may be dropped only when there is a need to create
space for an item received from a gossip partner. Therefore, the probability Pdrop

depends on the relationship between a) the new items received from the gossip
partner (for which the node needs space, the shaded area in Figure 4.4(b), re-
ferred to as A1), and b) the items that the node has selected to send to the gossip
partner and is allowed to discard (the shaded area in Figure 4.4(c), referred to as
A2). In order to find an expression for Pdrop, we need to calculate the probability
of an item being in A1 and the probability of an item being in A2, which we will
denote as P (A1) and P (A2), respectively.

CA

CB

ĉ

ĉ = CA ∩ CB

(a)

CB

SB

SA

A1 = SA \ CB

(b)

SA

CB

SB

A2 = SB \ SA

(c)

Figure 4.4: a) Items in common for caches of both nodes A and B; b) Items
sent by A that are not in the cache of B; c) Items sent by B that are not in the
exchange buffer of A.

Given two nodes, A and B, that engage in a gossip exchange, we can repre-
sent their caches as sets CA and CB, and the sets of items they exchange with
each other by SA and SB, respectively. The sets CA and CB may have common
elements (items), see Figure 4.4(a). We define Pinx as the probability of an item
found in one of the caches to be also found in the other, i.e., Pr(d∈CB | d∈CA)
for any item d, one of n items in the network. Knowing Pinx, we can formulate
P (A1) as Pselect ·(1− Pinx) and P (A2) as Pselect ·(1− Pselect · Pinx). The probability
Pdrop can then be expressed as:

Pdrop =
P (A1)

P (A2)
=

1− Pinx

1− Pselect · Pinx
(4.1)

In order to calculate a value for the probability of dropping an item, Pdrop, it is
necessary to have a value for the probability Pinx. For the case of CA and CB

being random samples of a population of n items, that is, when the system is
in the stable state, we can analytically deduce that Pinx = c

n . In other words,
under the assumption that items are uniformly distributed over the network, we
can find an expression for Pinx. In our earlier work modelling the shuffle pro-
tocol (i.e.,Section 5.5 under the assumption of perfect communication channels
we discovered that repeated execution of the protocol results in a uniform dis-
tribution of items. In the next section, we look at the effect that lossy channels
have on the distribution of items.
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4.4.1 Uniform Distribution of Items: Does it Still Hold?

As already mentioned in Section 4.3, the calculation of Pdrop in the presence
of message loss requires us to speculate about the contents of the gossip partner’s
cache. Assuming that the items in the caches of both gossip partners are random
samples of the totality of items in the network, we can easily estimate Pinx as
c
n and, therefore, have an analytical expression for Pdrop ≈ n−c

n−s . In this section,
we verify whether the uniform distribution of items, observed under no message
loss, is still a valid assumption.

The Importance of Randomness

In order to understand the effect of message loss on the theoretical level,
consider one node in the network, executing the shuffle protocol, with a neigh-
borhood of b nodes.

CA CBĉ

ĉ = CA ∩ CB

A B

−−−−−−−−−−→
CA CBĉ ∪ SA

ĉ = CA ∩ CB

Figure 4.5: Correlation of the caches increases due to message loss

We examine the scenario, depicted in Figure 4.1(b), where a reply message
from a node to the initiating node is lost due to channel failure. When two nodes
A and B gossip their local items to each other, the probability that the message
from B to A is lost, is P¬loss · Ploss .

If the message of B is not delivered to A, items ĉ ∪ SA will be common
to cache CA and cache CB after the shuffle since B, unaware of the failure,
purges the sent items SB, and A, which received no reply, keeps its SA items
(see Figure 4.5). Over time neighboring nodes have a growing intersection of
items in their cache. If a node has a small neighborhood, the random sample
becomes more biased towards the collection of items left in the neighborhood.
Limited by the access to the storage space of the neighborhood, a set of neighbors
maintains only a subset of all items. For the fully connected graph, since it is the
entire collection of the items every node has access to, the uniform distribution
assumption remains. A larger neighborhood reduces the probability of repeated
communication between two nodes, i.e. (1

b )i to contact each other i times, and
due to the increased communication range, there is a faster exchange between
distant areas of the network.

Experimental Observations

To support our theoretical discovery that message loss affects the uniform
distribution of items observed under no message loss, we conduct simulation
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experiments. The setup of the experiments is the following: each simulation
experiment has a startup period of 1000 rounds during which N = 2500 nodes
gossip n = 500 different items under no message loss. We use three different
network topologies: a fully connected network, a square grid with each internal
node having 4 neighbors and a network where every node has 4 randomly chosen
neighbors (outdegree 4). By the end of the startup period, the items have been
replicated, achieving uniform distribution. That is, every item has a probability
c
n = 100

500 = 0.2 of being present in a given node’s cache. After the startup period
has finished, the communication channel is set up to fail with a probability Ploss .
Under this new scenario, we record, for a given item x, the fraction of shuffles
between two nodes that both have x, over the total number of shuffles where
at least one of the nodes has x. With this information, we calculate, per round,
the probabilities P (11), P (10) and P (01), which represent the probability that
a gossip exchange involves both nodes having item x, only the initiator having
item x, or only the gossip partner having item x, respectively.

Figure 4.6 shows the average values of P (11), P (10) and P (01) over 1000
rounds for different values of Ploss using the three topologies mentioned ear-
lier. As expected, for the case of no message loss (Ploss = 0) the probabilities
suggest a uniform distribution of items in the network. We can analytically de-
duce their expected value, which matches the experimental results, with P (11)
as c

n · c
n = 0.04 and P (10) = P (01) as c

n · (1 − c
n ) = 0.16. However, as the

probability of message loss increases, we observe some changes in P (11), P (10)
and P (01). For the case of the fully connected network, the probabilities remain
stable, suggesting that the uniform distribution of items remains unaffected by
message loss. With the other topologies, however, as message loss increases the
number of gossip interactions between nodes that have item x also rises. Since
item x is representative of all items in the network, the graphs suggest that, as a
consequence of message loss, gossip partners have more items in common than
they would have if items were uniformly distributed. In other words, due to mes-
sage loss, a node is more likely to have items in common with a neighbor than
with another random node in the network. Hence, the topology of the under-
lying network now plays a role in defining the probability of dropping an item
after a gossip exchange, Pdrop.

4.4.2 Calculating Pdrop Based on Statistical Data

By now, we have established that the occurrence of message loss affects the
distribution of items in a network of gossiping nodes. While a network operating
under no message loss converges to a uniform distribution of items (i.e., each
node holds a random sample of items), when message loss occurs, the likelihood
of a node having the same items as its gossip partners increases. That is, the
sample held by a node is highly correlated to the samples held by the node’s
neighbors. As a result, under message loss, replicas of an item are more likely to
be found within the same neighborhood. It follows that the structure of neigh-
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Figure 4.6: Probability that a gossip exchange occurs between a) a node that
does not have item x and a node that has the item, b) a node that has item x and
one that does not, and c) two nodes have item x, for different topologies.

borhoods plays an important role in determining the distribution of items, which,
in turn, determines the probability of an item found in a node’s cache to be also
found in the gossip partner’s cache, Pinx. Our calculation of Pdrop depends on
finding a value for Pinx.

For the case of a fully connected topology, where a node’s neighborhood is
the whole network, we can analytically derive Pinx. Having established earlier in
this section that uniform distribution of items is maintained in a fully connected
network (regardless of message loss), it follows that every node has the same
probability c

n of having a given item. Therefore, for a node that has item x, the
chance of its gossip partner also having item x is c

n . That is, Pinx is on average
c
n . For other topologies, the analysis will undoubtedly be more complex. We opt
for obtaining Pinx from statistical data collected from experiments. With Pinx,
we can proceed to calculate Pdrop, obtaining the final building block of the model
needed for validation.
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We can calculate Pinx from the probabilities P (11), P (10) and P (01) mea-
sured experimentally in the previous section:

Pinx =
P (11)

P (10) + P (11)

The left graph of Figure 4.7 shows the values for Pinx calculated for each ex-
periment using a different Ploss . Based on these values, we compute Pdrop using
(4.1), as seen in right graph of Figure 4.7. As expected, the calculated val-
ues show that, in the face of message loss, different topologies yield different
probabilities of dropping an item, with Pdrop dropping more harshly in the more
clustered topologies, which suffer more from neighboring nodes having similar
items as message loss increases.
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Figure 4.7: Probabilities Pinx (left) and Pdrop (right), for different topologies.

4.5 Experimental Evaluation

The experiments in this section simulate the case where a new item d is in-
troduced by one node in the network in which all caches are full and uniformly
populated by n = 500 items. Each experiment takes as input the topology of the
network to determine which pairs of nodes can gossip. In all cases, we use a net-
work of N = 2500 nodes arranged in either of the three topologies mentioned in
the previous section (a fully connected network, a square grid or a graph where
every node has 4 randomly chosen neighbors). In the experiments that follow,
after each gossip round, we measure the total number of occurrences of d in the
network (replication), and how many nodes in total have seen d (coverage).

Simulations with the shuffle protocol Each node in the network has a cache
size of c = 100, and sends s = 50 items when gossiping. In each round, every
node randomly selects one of its neighbors and shuffles. In order to make a fair
comparison with the simulations with the model, we let the nodes gossip for
1000 rounds with Ploss = 0, to ensure that none of the n = 500 initial items is
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Figure 4.8: Grid, range 1: Top: Replication (left) and coverage (right) of item
d for the shuffle. Bottom: difference between the shuffle and the model for
replication (left) and coverage (right).

lost in the startup period before initiating the measurements of the properties.
After this startup period of 1000 rounds, items are replicated and the replicas fill
the caches of all nodes. At round 1000, Ploss is set to the desired value and item
d is inserted into the network at a random location. From that moment on, we
track its replication and coverage.

Simulations with the model For the simulations with the model, n, c and s
are system parameters set to 500, 100 and 50, respectively. Instead of maintain-
ing a cache, each node in the network only maintains a variable that represents
whether it holds item d or not (state 1 or 0, respectively). Nodes update their
state in pairs according to the transition probabilities introduced before, see Fig-
ure 4.2. This mimics an actual exchange of items between a pair of nodes ac-
cording to the shuffle protocol. While in the protocol this results in both nodes
updating the contents of their caches, in a simulation using the analytical model
updating the state of a node refers to updating only one variable: whether the
node is in possession of item d or not. To sum up, we use transition probabilities
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Figure 4.9: Topology with outdegree 4: Top: Replication (left) and coverage
(right) of item d for the shuffle. Bottom: difference between the shuffle and the
model for replication (left) and coverage (right).

to update the state of one variable. Since we do not need a startup time for the
simulations with the model, at round 0 we set the state of a random node to 1
(while all the others have state 0) and track the state of the nodes for the re-
mainder of the simulation. Pdrop is calculated using equation (4.1), as described
in Section 4.4.2.

Figs 4.8 and 4.9 show the behavior of the shuffle protocol (top row) and how
it compares to the analytical model (bottom row) in terms of replication (left)
and coverage (right) of d, for different values of Ploss . For each value of Ploss , 100
simulation runs (for both the shuffle protocol and its model) were executed. Due
to message loss, it is possible for item d to disappear after being introduced into
the network (usually in the first few rounds). As Ploss increases, this situation
is more likely. In the graphs, we only take into account the successful runs, i.e.,
where the item did not disappear, but spread.

The top rows of Figs 4.8 and 4.9 show the average and standard deviation of
the successful runs with the shuffle protocol. We compare this data with the av-
erage of the successful runs of the model and present the difference (in absolute
value) in the bottom rows of Figs. 4.8 and 4.9. We include the standard devia-



58 Chapter 4 — Pairwise Exchange Model in Lossy Networks

tion for the shuffle in the bottom row for comparison. It can be observed very
clearly that the difference between the results obtained from the shuffle and the
model fall well within the standard deviation of the shuffle results, confirming
the ability of the model in reproducing the average behavior of the protocol.

We note that in all successful runs (despite message loss), the network con-
verges to a situation in which there are roughly 500 copies of d, indicating that
after repeated execution of the protocol d receives a fair share of the storage
space in the network; 2500 · 100 cache slots divided between 500 items. Also, as
expected, due to random gossiping item d is eventually seen by all nodes in the
network, when coverage reaches 100%.

4.6 Conclusions

In this chapter, we have presented the analysis of a gossip-based information
dissemination protocol in the presence of transient communication failures. For
our analytical framework, we introduced a hybrid method to compute Pdrop that
combines both rigorous modelling of the protocol and statistical data sampling
from large-scale Monte Carlo simulations for different network topologies. To
be more precise, we derive analytical expressions for components of our frame-
work that are invariant with respect to the scenarios we want to model. Having
decomposed our model into its basic components, we identify the ones that are
affected by specific scenario configurations (in this case, message loss and topol-
ogy combinations). Finding analytical expressions for these components (in this
work, only Pinx) would require modelling each specific scenario configuration,
reducing the applicability of the framework to those very specific configurations.
Instead, we isolate the framework from the scenario-specific component and use
statistical data sampling to obtain a value for it.

We opt for this combined approach since it allows us to build a framework
that captures the behavior of the gossip protocol without requiring us to incor-
porate scenario-specific elements into the model. The challenge in this approach
lies in being able to decompose the model into its minimal components, in such
a way that the ones which are dependent on particular scenarios (for which ex-
pressions that encompass all scenarios cannot be derived) can be isolated and
computed separately. In effect, we strive for a golden mean between high-level
models such as for epidemics showing only the emergent behavior and the low-
level models of the protocol that depend on particular implementation settings.

With respect to gossip-based dissemination, our study revealed that the uni-
form distribution of data has been a valid simplifying assumption for networks
with perfect, error-free communication media. However, for networks with lossy
communication channels, this assumption is valid only if every node can gossip
with any other node in the network, but not for other types of network graphs.


